
BILL OF R IGHTS FOR D A TA P RIVACY AND S ECURITY ‐ 
 

SUPPLEME N TAL  INFORMATION  F O R  CONT RACTS  TH AT  U TIL I ZE  PERSONALLY  IDEN TI FIAB LE  IN F ORMAT I ON  
 
 

 
Pursuant to Education Law § 2‐d and Section 121.3 of the Commissioner’s Regulations, the educational Agency 

(EA) is required to post information to its website about its contracts with third‐party contractors that will receive 

Personally Identifiable Information (PII). 

 

Name of 

Contractor 

 
 

  ______________________________________________ 
 

PII Declaration Does your organization/software collect student personally 

identifiable information (PII) or staff PII? 

 

Examples of student PII: 

 
a.   The student’s name; 

b.   The name of the student’s parent or other family members; 

c. The address of the student or student’s family; 

d.   A personal identifier, such as the student’s social security number, student 

number, or biometric record; 

e.   Other indirect identifiers, such as the student’s date of birth, place of birth, 

and Mother’s Maiden Name; 

 

Examples of staff APPR PII: 

 
a.   Teacher ID 

b.   Name 

c. Birthdate 

d.   Gender 

e.   Race 

f.     Salary 

 

☐ IF YOUR ORGANIZATION/SOFTWARE DOES NOT COLLECT PII, 

CHECK THIS BOX AND SKIP TO THE BOTTOM, SIGN AND SUBMIT. 

 

   If you collect the PII information above, please complete the remainder of this   

form.  

Description of the 

purpose(s) for 

which 

Contractor will 

receive/access 

PII 

 

 

Type of PII that Contractor 

will receive/access 

Check all that apply: 

☐ Student PII 

☐ APPR PII 

eDynamic LP

Students register for accounts in order to complete the Virtual Business simulation courses.
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 Contract Term 
Contract Start Date       

Contract End Date     

 

Subcontractor 

Written 

Agreement 

Requirement 

 

Contractor will not utilize subcontractors without a written contract that 

requires the subcontractors to adhere to, at a minimum, materially similar 

data protection obligations imposed on the contractor by state and federal 

laws and regulations, and the Contract. (check applicable option) 

☐ Contractor will not utilize subcontractors. 

☐ Contractor will utilize subcontractors. 

Data Transition 

and Secure 

Destruction 

 

Upon expiration or termination of the Contract, Contractor shall: 
 

• Securely transfer data to EA, or a successor contractor at the EA’s option 

and written discretion, in a format agreed to by the parties. 
 

• Securely delete and destroy data. 

Challenges to Data 

Accuracy 

 

Parents, teachers or principals who seek to challenge the accuracy of PII 

will do so by contacting the EA. If a correction to data is deemed necessary, 

the EA will notify Contractor. Contractor agrees to facilitate such 

corrections within 21 days of receiving the EA’s written request. 

Secure Storage 

and Data Security 

 

Please describe where PII will be stored and the protections taken to ensure PII will 

be protected: (check all that apply) 

☐ Using a cloud or infrastructure owned and hosted by a third party. 

☐ Using Contractor owned and hosted solution 

☐ Other: 
 

 
 
 
 

Please describe how data security and privacy risks will be mitigated in a manner 

that does not compromise the security of the data: 

Encryption Data will be encrypted while in motion and at rest. 

07/08/2019

07/08/2024

Over the life of the Contract, at eDynamic, we are committed to implementing 
applicable data security and privacy contract. The protection of Personally 
Identifiable Information (PII) is of paramount importance to us. We have 
implemented a comprehensive set of administrative, operational, and technical 
safeguards and practices to ensure the utmost security and privacy of PII.
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Western Suffolk BOCES - CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 
 

C ON T RAC T O R ’S  DAT A  PRI V AC Y  AN D  S E C U RIT Y  PLAN  
 

The Educational Agency (EA) is required to ensure that all contracts with a third‐party contractor include a Data 

Security and Privacy Plan, pursuant to Education Law § 2‐d and Section 121.6 of the Commissioner’s Regulations. For 

every contract, the Contractor must complete the following or provide a plan that materially addresses its 

requirements, including alignment with the NIST Cybersecurity Framework, which is the standard for educational 

agency data privacy and security policies in New York state. While this plan is not required to be posted to the EA’s 
website, contractors should nevertheless ensure that they do not include information that could compromise the 

security of their data and data systems. 

 

1 Outline how you will implement applicable data security and 

privacy contract requirements over the life of the Contract. 

 

2 
Specify the administrative, operational and technical safeguards 

and practices that you have in place to protect PII. 

 

3 
 

Address the training received by your employees and any 

subcontractors engaged in the provision of services under the 

Contract on the federal and state laws that govern the 

confidentiality of PII. 

 

4 
Outline contracting processes that ensure that your employees 

and any subcontractors are bound by written agreement to the 

requirements of the Contract, at a minimum. 

 

5 
Specify how you will manage any data security and privacy 

incidents that implicate PII and describe any specific plans you 

have in place to identify breaches and/or unauthorized 

disclosures, and to meet your obligations to report incidents to the 

EA. 

 

6 
Describe how data will be transitioned to the EA when no longer 

needed by you to meet your contractual obligations, if applicable. 

 

7 
 

Describe your secure destruction practices and how certification 

will be provided to the EA. 

 

8 
Outline how your data security and privacy program/practices 

align with the EA’s applicable policies. 

 

9 
Outline how your data security and privacy program/practices 

materially align with the NIST CSF v1.1 

. 

Over the life of the Contract, at eDynamic, we 
are committed to implementing applicable data 
security and privacy contract .

At eDynamic the protection of Personally 
Identifiable Information (PII) is of paramount 
importance to us. We have implemented a 
comprehensive set of administrative, 
operational, and technical safeguards and 
practices to ensure the utmost security and 
privacy of PII. Below is an overview of the 
safeguards and practices we have in place:
1. Administrative Safeguards:
o Data Governance and Policies: We hav
e established clear data governance framework
s and policies that outline the handling
, processing, and storage of PII. These policie
s govern how employees and relevan
t stakeholders must interact with PII to maintai
n confidentiality and integrity.
o Access Control and Authorization: Access 
to PII is strictly controlled through role-bas
ed access mechanisms. Employees are grant
ed access to PII on a need-to-know basis, a
nd permissions are regularly reviewed a
nd updated.
o Employee Training and Awareness: 
All employees undergo comprehensive training
 on data security, privacy practices, and 
the importance of protecting PII. We regula
rly conduct awareness programs to keep 
our workforce informed about the latest secur
ity threats and best practices.
o Incident Response and Management
: We have a well-defined incident response pla
n in place to handle any potential security brea
ches or incidents involving PII. This plan incl
udes predefined procedures for report
ing, investigation, containment, and mitigatio
n of such incidents.
2. Operational Safeguards:
o Data Minimization: We follow the princi
ple of data minimization, ensuring that we only c
ollect and retain the minimum amount 
of PII necessary to fulfill our contractual or
 legal obligations.
o Data Retention Policies: PII is retain
ed only for the required duration, as specified
 in our data retention policies. Once the re
tention period expires, we securely dispose of t
he data in accordance with best practices.
o Secure Document Handling: PII in 
physical form is stored securely and access is re
stricted to authorized personnel only. We 
maintain secure storage facilities with restricte
d access to protect physical records.
o Third-Party Risk Management: W
hen third-party vendors are involved in processin
g PII, we conduct thorough assessments to en
sure they meet the same high standards of data
 security and privacy protection.
3. Technical Safeguards:
o Data Encryption: PII is encryp
ted both in transit and at rest using indust
ry-standard encryption algorithms. This ensures t
hat even if unauthorized access occurs, the d
ata remains unreadable and unusable.
o Firewalls and Intrusion Detect
ion Systems: We employ firewalls and intrusi
on detection systems to protect our 
network from unauthorized access and pot
ential cyber threats.
o Multi-Factor Authenticat
ion (MFA): To enhance the security of user
 accounts, we implement MFA, which requires m
ultiple forms of authentication before grant
ing access to sensitive data or systems.
o Regular Security Updates a
nd Patches: We proactively monitor and apply se
curity updates and patches to our systems a
nd software to prevent vulnerabilities that could be exploited.
These administrative, operational
, and technical safeguards and practices coll
ectively form a robust and layered approach to pr
otecting PII at eDynamic. We continuous
ly evaluate and enhance our security measures t
o stay ahead of emerging threats and ensure th
e highest level of data security and privacy for
 our customers, partners, and employees.

We prioritize adherence to contractual requirements and data protection measures throughout our operations. To ensure that both our employees and subcontractors are bound by the requirements of the contract, we have established robust contracting processes. These processes are designed to create a legal framework that governs the relationship between all parties involved and reinforces our commitment to meeting contractual obligations. Below is an outline of our contracting processes:
 
    Contract Review and Approval: Before engaging in any business relationship with employees or subcontractors, we conduct a thorough review of the contract terms. Our legal and procurement teams carefully examine the agreements to ensure that they align with our company policies, applicable laws, and relevant data protection regulations.
 
    Clear Definitions and Obligations: Each contract explicitly outlines the roles and responsibilities of all parties involved. This includes specific references to the requirements that employees and subcontractors must adhere to during the course of the contract. Clear and unambiguous language is used to minimize any potential misunderstandings.
 
    Incorporating Data Protection Requirements: Data protection and security are critical aspects of our contracting processes. We ensure that contracts with employees and subcontractors include clauses that mandate compliance with relevant data protection laws, confidentiality requirements, and any specific security measures outlined in the primary contract.
 
    Mutual Non-Disclosure Agreements (NDAs): In cases where sensitive information or proprietary data is shared, we execute mutual non-disclosure agreements with employees and subcontractors. These agreements legally bind all parties to maintain the confidentiality of the shared information.
 
    Training and Awareness: Our onboarding process includes comprehensive training for employees and subcontractors, emphasizing their obligations under the contract. This training highlights the importance of data protection, security protocols, and the consequences of non-compliance.
 
    Periodic Compliance Checks: Throughout the duration of the contract, we conduct regular compliance checks to ensure that all parties are adhering to the agreed-upon terms. These checks may involve audits, reviews, or assessments to validate compliance.
 
    Contract Renewals and Amendments: As business needs evolve or regulatory requirements change, we regularly review our contracts to incorporate necessary updates. This ensures that the agreements remain relevant and enforceable, reflecting the current state of affairs.
 
    Termination and Remediation: In the event of any non-compliance or breach of contract, we have predefined procedures for addressing the situation. Depending on the severity of the violation, corrective actions, remediation measures, or contract termination may be implemented.
 
    Document Retention and Storage: All contractual documents are securely stored and retained according to our document retention policies. This practice facilitates quick access to relevant information during compliance checks or in the event of a dispute.
 

At eDynamic, we place great importance on 
ensuring that all parties involved in our 
contracts, including employees and 
subcontractors, are bound by written 
agreements that adhere to the requirements of 
the Contract, at a minimum. Our contracting 
processes are designed to create a legally 
binding framework that enforces compliance 
with contractual obligations and fosters a strong 
commitment to data security and privacy. Here 
is an outline of how we achieve this:
1. Contract Review and Approval: Before
 engaging in any contractual relationship, our
 legal and procurement teams meticulously
 review and draft the contract to include all
 necessary requirements. This includes specific
 provisions that detail the obligations of
 employees and subcontractors in meeting the
 Contract's stipulations.
2. Clear Definitions and Scope: The contrac
t explicitly outlines the roles, responsibilities, an
d deliverables of all parties involved. By clearl
y defining the scope of work, each part
y understands its obligations, making it easier t
o ensure compliance.
3. Incorporation of Data Security and Priva
cy Requirements: Data security and privacy a
re paramount in our contracting processes. 
We ensure that the contract includes clauses th
at mandate strict adherence to applicable da
ta protection laws and confidentiality requirements.
4. Confidentiality and Non-Disclos
ure Agreements: In cases where sensit
ive information or proprietary data is shared,
 we execute confidentiality and non-disclos
ure agreements with employees 
and subcontractors. These agreements legally b
ind all parties to maintain the confidentiality
 of shared information.
5. Training and Awareness Programs: As par
t of the onboarding process, we con
duct comprehensive training for employees. 
This training emphasizes their contrac
tual obligations, including data security and pri
vacy requirements.
6. Oversight and Compliance Manage
ment: Throughout the contract's duration, we mai
ntain oversight to ensure all parties are comp
lying with the contract's provisions. Re
gular assessments and audits help identify area
s for improvement and ensure conti
nuous compliance.
7. Monitoring and Incident Respon
se: We implement monitoring tools to detect pot
ential breaches or unauthorized access to data. 
In the event of any incidents, we have well-d
efined incident response procedures to addre
ss and mitigate the impact promptly.
8. Vendor Management and Subcon
tractor Obligations: When subcontractors are in
volved, we ensure they sign agreements wi
th data security and privacy requirements con
sistent with the primary contract. Regular eval
uations of subcontractors' compliance are conducted.
9. Documented Records and Retent
ion: All contractual agreements, including confide
ntiality and non-disclosure agreements, are 
securely stored and retained as per our 
document retention policies. This ensures a
ccess to relevant information during complianc
e checks or disputes.
10. Contract Renewals and Up
dates: As business needs evolve or regulations change, 

We take data security and privacy incidents very seriously, especially when they involve Personally Identifiable Information (PII). Our approach to managing such incidents is comprehensive and designed to ensure the protection of sensitive data and compliance with relevant regulations. Below, we outline our strategies for handling data security and privacy incidents that implicate PII, as well as our plans for identifying breaches and unauthorized disclosures and reporting incidents to the appropriate authorities, such as the EA 
 
    Incident Response Team: We have a dedicated Incident Response Team composed of skilled professionals from various departments, including IT, legal, compliance, and management. This team is responsible for swiftly addressing and resolving any data security and privacy incidents.
 
    Incident Identification and Monitoring: We employ advanced monitoring and detection systems to identify potential breaches or unauthorized access to PII. These systems continuously analyze network activity, logs, and other data sources, allowing us to detect anomalies or suspicious activities promptly.
 
    Breach Notification Plan: In the event of a data breach that involves PII, we have a well-defined breach notification plan. This plan outlines the necessary steps to assess the scope and impact of the breach, contain it, and notify affected individuals and relevant authorities within the required time frames.
 
    Communication Protocols: Effective communication is crucial during data security incidents. Our Incident Response Team maintains clear communication channels with all stakeholders, including customers, employees, partners, and regulatory bodies. Transparent and timely communication helps build trust and ensures that everyone is informed about the incident's status and measures being taken.
 
    Legal and Compliance Compliance: We work closely with legal and compliance experts to ensure that our incident response actions align with local and international data protection laws and regulations. This includes adhering to reporting requirements and providing the necessary documentation to the EA and other relevant authorities.
 
    Data Minimization and Encryption: To reduce the potential impact of a breach, we follow data minimization principles, only collecting and retaining essential PII. Additionally, sensitive data is encrypted both in transit and at rest to protect it from unauthorized access.
 
 At eDynamic, we understand the importance of responsible data management, including the secure transition of data to the EA when it is no longer needed to meet our contractual obligations. Our data transition process is carefully planned and executed to ensure the privacy and integrity of the data throughout the transfer. Here is a description of how we handle the data transition:1. Data Retention Policies: We establish data retention policies that specify the duration for which we will retain the data in accordance with contractual requirements and relevant legal obligations. Once the data is no longer needed to fulfill our contractual obligations, we initiate the data transition process.2. Data Inventory and Categorization: Before transitioning the data, we conduct a thorough inventory and categorization of the information. This step helps us identify and segregate sensitive data, such as PII, proprietary information, or any other confidential data that requires special handling during the transition.3. Secure Data Deletion: For data that is no longer required and does not need to be transferred to the EA, we employ secure data deletion methods, following industry best practices and standards. This process ensures that data is irreversibly removed from our systems and storage devices.4. Data Anonymization or Aggregation: In some cases, the EA may require certain data for statistical analysis or reporting purposes without directly identifying individuals or organizations. In such instances, we anonymize or aggregate the data to protect individual privacy while still providing valuable insights.5. Data Transfer Agreements: When transitioning data to the EA, we establish written agreements that outline the terms of the transfer, including the scope of data, data format, security requirements, and the purpose of the data's use by the EA. These agreements ensure a clear understanding of the responsibilities and obligations of both parties during the transition.6. Data Security during Transfer: We employ secure data transfer methods to ensure the confidentiality and integrity of the data during the transition process. This prevents unauthoriz
We utilize advanced and approved methods for secure data deletion. Our IT team oversees this process to ensure the thorough and effective removal of data.

At eDynamic , our data security and privacy 
program and practices are meticulously 
designed to align with the EA applicable 
policies. We recognize the significance of 
adhering to the EA's specific requirements, and 
our commitment to data protection reflects our 
dedication to meeting those obligations. Below 
is an outline of how our data security and 
privacy program aligns with the EA's policies:
1. Policy Review and Alignment:
o We conduct thorough reviews of the EA's dat
a security and privacy policies to understand thei
r requirements fully.
o Our internal policies and procedures a
re updated regularly to align with the latest 
EA guidelines and best practices.
2. Data Governance and Compliance:
o Our data governance framework incl
udes controls to ensure compliance with the 
EA's policies throughout the data lifecycle.
o We have designated personnel respon
sible for monitoring and enforcing compliance
 with the EA's requirements.
3. Data Minimization and Purpose Limitation:
o We strictly adhere to the principle 
of data minimization, collecting and retaining o
nly the necessary data required for our enga
gements with the EA.
o Data is processed solely for the 
purposes specified in the EA's policies and agr
eed-upon contracts.
4. Data Security Measures:
o Our data security measures alig
n with the EA's policies and include encrypti
on, access controls, firewalls, and intrusion detection sys

1. Identify (ID):
o We establish and maintain an inventory of our data assets and categorize them based on their criticality and sensitivity levels.
2. Protect (PR):
o Access controls and authentication mechanisms are implemented to ensure that data is only accessible to authorized personnel based on the principle of least privilege.
o We employ data encryption techniques to protect sensitive data both in transit and at rest, in line with NIST encryption standards.
o Regular data backups and disaster recovery plans are in place to protect against data loss and enable data restoration when necessary.
3. Detect (DE):
o We deploy intrusion detection and prevention systems to monitor network activity and promptly detect any potential security breaches or suspicious activities.
o We implement robust logging and auditing mechanisms to track data access and identify any unauthorized or anomalous behavior.
4. Respond (RS):
o Our incident response plan outlines clear procedures for promptly responding to and mitigating data security incidents.
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Western Suffolk BOCES Education Law §2‐d Bill of Rights for Data Privacy and Security 
 

Parents (including legal guardians or persons in parental relationships) and Eligible Students (students 18 years and older) can 

expect the following: 
 

1. A student’s personally identifiable information (PII) cannot be sold or released for any Commercial or 

Marketing purpose. PII, as defined by Education Law § 2‐d and the Family Educational Rights and Privacy Act 

("FERPA"), includes direct identifiers such as a student’s name or identification number, parent’s name, or 

address; and indirect identifiers such as a student’s date of birth, which when linked to or combined with 

other information can be used to distinguish or trace a student’s identity. Please see FERPA’s regulations at 34 

CFR 99.3 for a more complete definition. 
 

2. The right to inspect and review the complete contents of the student’s education record stored or maintained 

by an educational agency. This right may not apply to Parents of an Eligible Student. 
 

3. State and federal laws such as Education Law § 2‐d; the Commissioner of Education’s Regulations at 8 NYCRR 

Part 121, FERPA at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at 15 

U.S.C. 6501‐6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h (34 

CFR Part 98); and the Individuals with Disabilities Education Act (“IDEA”) at 20 U.S.C. 1400 et seq. (34 CFR Part 

300); protect the confidentiality of a student’s identifiable information. 
 

4. Safeguards associated with industry standards and best practices including, but not limited to, encryption, 

firewalls and password protection must be in place when student PII is stored or transferred. 
 

5. A complete list of all student data elements collected by NYSED is available at  www.nysed.gov/data‐privacy‐ 
security/student‐data‐inventory and by writing to: Chief Privacy Officer, New York State Education 

Department, 89 Washington Avenue, Albany, NY 12234. 
 

6. The right to have complaints about possible breaches and unauthorized disclosures of PII addressed. (i) 

Complaints should be submitted to: dpo@wsboces.org . (ii) Complaints may also be submitted to the NYS 

Education Department at  www.nysed.gov/data‐privacy‐security/report‐improper‐disclosure, by mail to: Chief 

Privacy Officer, New York State Education Department, 89 Washington Avenue, Albany, NY 12234; by email to 

privacy@nysed.gov; or by telephone at 518‐474‐0937. 
 

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of PII 

occurs. 
 

8. Educational agency workers that handle PII will receive training on applicable state and federal laws, policies, 

and safeguards associated with industry standards and best practices that protect PII. 
 

9. Educational agency contracts with vendors that receive PII will address statutory and regulatory data privacy 

and security requirements. 
 
 
 

CONTRACTOR 

[Signature]  

[Printed Name]  

[Title]  

Date:  

 

January 13, 2022 

Maureen Ginley

Maureen Ginley

General Manager

10/05/2023
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